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Access to Functionality: Overview

This document is about access to applications, selected features, and selected components.

Here is a summary of the initial distribution of access to functionality:

SAS Administrators group Provides access to all applications and features.


http://documentation.sas.com/?docsetId=calatf&docsetVersion=v_001&docsetTarget=titlepage.htm&locale=en
http://documentation.sas.com/?docsetId=calatf&docsetVersion=v_001&docsetTarget=titlepage.htm&locale=en

Other predefined custom groups Provide access to certain specialized applications and features.
See “Predefined Custom Groups” in SAS Viya Platform: Identity
Management.

Authenticated Users principal type  Provides access to most applications and features.

Note: The Authenticated Users principal type is a construct that
represents everyone who signs in.

If the initial distribution is appropriate, your only task is to assign users who need specialized or
administrative access to the appropriate predefined groups.

If the initial distribution is not appropriate, you must expand or restrict access. Use either of the
following approaches:

basic approach
In the basic approach, you work with only those rules that target a documented URI. Your
changes are limited, consisting of adding rules, changing rule principals, and modifying rule
descriptions. See “Access to Functionality: How To (Basic Approach)” on page 2.

advanced approach
In the advanced approach, you make more extensive changes. For example, you might modify
additional fields or target undocumented URIs. See “Rules Page” in SAS Environment Manager:
User’s Guide.

CAUTION

Managing access to functionality can be a complex task. Use the advanced approach only if
you have a thorough understanding of target URIs, the functionality that you want to restrict, the effect
of each permission, and the interactions with any related rules. Make sure that you have a current
backup of your deployment before you begin. Test your changes to make sure that they do not have
unintended effects.

Access to Functionality: How To (Basic
Approach)

IMPORTANT Modifying access to applications does not affect access to underlying
services. For example, a user who cannot access SAS Environment Manager might still be able
to access the folders service through another interface.


http://documentation.sas.com/?cdcId=sasadmincdc&cdcVersion=default&docsetId=calids&docsetTarget=p0ata1oqy9v7nan188h1k254doxq.htm&docsetTargetAnchor=p1cu94m9lbxjbpn16hlpd7hupm50&locale=en
http://documentation.sas.com/?cdcId=sasadmincdc&cdcVersion=default&docsetId=calids&docsetTarget=p0ata1oqy9v7nan188h1k254doxq.htm&docsetTargetAnchor=p1cu94m9lbxjbpn16hlpd7hupm50&locale=en
http://documentation.sas.com/?cdcId=sasadmincdc&cdcVersion=default&docsetId=evfun&docsetTarget=n1uw3er96phzpfn1pxvnf01f6sw3.htm&locale=en
http://documentation.sas.com/?cdcId=sasadmincdc&cdcVersion=default&docsetId=evfun&docsetTarget=n1uw3er96phzpfn1pxvnf01f6sw3.htm&locale=en

Tips and Techniques

Planning

1 Identify the access levels that you need.
2 Decide which documented URlIs fit each access level.

3 Identify or create a group for each access level.

Key Points

Avoid use of Prohibit rules. Instead, use selective grants to provide selective access.

You do not have to add rules that grant access to the SAS Administrators group. That group has a
universal grant.

To grant the same access to two distinct groups, make a copy of the original rule. Specify one
group as the principal in the original rule and the other group as the principal in the new rule.

Consider Giving Baseline Access to Authenticated Users

Unless it is unacceptable for all authenticated users to have at least the lowest level of access, leave
Authenticated Users as the principal in the rule (or rules) for the lowest level of access. Here are
examples:

All users are implicitly members of Authenticated Users, so they can view reports. If this is
acceptable, leave the predefined grant of /SASVisualAnalytics/* assigned to Authenticated
Users. If this is not acceptable, change the principal from Authenticated Users to a designated
group.

If you want to hide other applications from Authenticated Users, you must change the principal in
each relevant rule, so that access is no longer granted to Authenticated Users.

CAUTION

Never prohibit Authenticated Users. Prohibiting Authenticated Users blocks access for
all authenticated users. That block has absolute precedence. It cannot be mitigated by
more specific grants. Instead, make sure that Authenticated Users is not granted access. Any
access that is not granted is implicitly denied.




Consider Using Nested Groups

You can establish cumulative levels of access by making each higher-privilege group a member of the
next-most-privileged group.

For example, if your intent is to make functionality in web applications available as follows:

Availability by Group

Functionality Report Viewers Report Writers Model Studio
View reports in SAS Visual Analytics. v v v
Write and edit reports in SAS Visual Analytics. v v
Build models in Model Studio. v

Then specify principals in authorization rules as follows:

Rule Principal (Group) Rule Target (URI)

Report Viewers! /SASVisualAnalytics/**
Report Writers /SASVisualAnalytics_capabilities/edit
Model Studio /ModelStudio/**

1 Or, if itis acceptable for all authenticated users to view reports in SAS Visual Analytics, omit the Report Viewers group
and leave Authenticated Users as the principal.

The following figure depicts the nested group memberships that work with the rules that are
described in the preceding table:

Authenticated Users Authenticated Users

Report Viewers

Report
Writers Writers

Model Model
Studio Studio

In both membership structures, the Model Studio group is a member of the Report Writers group. In
the first structure, the Report Writers group is a member of the Report Viewers group. In the second
structure, there is no Report Viewers group. Instead, all authenticated users have report viewing
privileges.

Report



Example Instructions

Initially, all authenticated users can access the Edit mode in SAS Visual Analytics. Here is one way to
restrict that access:

1 Find a documented URI that affects the functionality that you want to restrict.

In this example, the relevant URI is /SASVisualAnalytics_capabilities/edit.

2 Signin to SAS Environment Manager as an administrator.

3 On the Users page, create or identify the group that should be able to edit reports.

In this example, you create a custom group named Report Writers, with a group ID of
ReportWriters.

4 On the Rules page, locate and edit the relevant rule.

a

Enter /sASVisualAnalytics capabilities/edit in the Search field, and click the search
icon.

Right-click the rule, and select Edit.
In the Edit Rule window:
1 Change the Principal Type to Group.

2 In the Principal field, specify the appropriate group ID.

In this example, specify ReportWriters.
Update the Description field to reflect your changes.

Click Save.

TIP As asafer alternative to directly editing the rule, you can copy the rule, modify the
copy of the rule, and then disable the original rule.

5 Verify that access to the Edit mode in SAS Visual Analytics is available, as expected.

TIP One way to test access is to sign in without assuming your membership in the SAS
Administrator’s group. In this example, you should have different results depending on
whether you are a member of the Report Writers group.

TIP If access is broader than expected, make sure that there are no other rules that grant
the same functionality (the same URI) to another principal.



Access to Functionality: Application
URIs

IMPORTANT Modifying access to applications does not affect access to underlying
services. For example, a user who cannot access SAS Environment Manager might be able to
access the folders service through another interface.

The following table provides examples of application URIs that you can use as rule targets in the
basic approach to managing access to functionality. Here are key points:

Not all deployments include all applications.

Most of the predefined rules for documented URIs grant access to Authenticated Users. In the
following table, exceptions are noted.

In general, access to functionality is controlled by the Read permission. Some predefined rules
grant additional permissions.

For details about a predefined rule, see the rule’s description. On the Rules page in SAS
Environment Manager, right-click the rule and select Properties.

To manage access to an application that is not listed below, see the documentation for that
application.

To manage access to features within an application, see the documentation for that application.



‘papoddns s| SS820€ [aA9]-ainjes

‘sJojedisiuiwpy uoneolddy oy pajuelb Ajjeniu)

‘pauoddns s| ss820. [9A8]-8iNn)ea 4

‘papoddns s| ssa20€ [ans|-abed

‘ases|al (5202
8UNM) 90°GZ0Z dU} Ul paaias Allewo) aq |m dAQ SYS

‘6 9bed uo ,uoneoiddy
9AlQ SVYS dlqeud, 89S SAlQ SYS d|qeus 0] ‘}nejap
Aq pa|qesIp s| 8ANQ SYS ‘eses|al g1 20z dui Ul Buiels

‘papoddns s| SS820€ [aA9]-8injes

's1ep|ing ejeq o) pejuesb Ajenu|

‘pauoddns s| ss820B [9A8]-8injea 4

S9JoN

«/SOAleUYBNSINSYS/

«sJ1oublsegaway ] Svs/

»/OIPNISSVS/

»+/OIPNISISPON/

[1eBeueNOPONSYS/

«/o0e8urISys/

/BojelenUOoNeWIoISYS/

«/1eplIingydeingys/

JleBeuejuswUoIAUTSYS/

»/PNIASVYS/

»/OIPNISEIEdSYS/

«x/1210|dXxJe1easSVS/

L+/[JoublsaquonesIaAu0DSYS/

2=1p}

sonAjeuy [ensiA SYS

Jaubisaq away| SVYS

olpniS SVS

OIpPMS [SPON

J9beue |9pON SYS

Jemalp ebeaur SvS

Bojeyen uonewloju| SYS

Japjing ydeio sys

JabBeuepy JuswiuoIAUT SYS

9ALQ SVS

olpnis ejeqg SVS

Jalojdx3 ejeq SYS

Jaubisaq uoiesIanu0) SYS

uopeoijddy

suoljeolddy 404 s|Hn | alqel


http://documentation.sas.com/?docsetId=datahub&docsetVersion=v_007&docsetTarget=p0m6sdzan2fadwn1d9hiiyu18i49.htm&docsetTargetAnchor=p0nokj409ak0fvn1nxg1vzact5xs&locale=en
http://documentation.sas.com/?docsetId=drive&docsetVersion=v_004&docsetTarget=p1l8bc2va81ygjn1iq8kvilo0ljo.htm&locale=en
http://documentation.sas.com/?docsetId=evfun&docsetVersion=v_012&docsetTarget=n1rhw7xqbzoz47n1g7pqpit4a57l.htm&docsetTargetAnchor=p0ckbqt2b5atsan1e2ckc85xrwr3&locale=en
http://documentation.sas.com/?docsetId=infocatag&docsetVersion=v_039&docsetTarget=n1xniiffqq05c9n1n31o997vvdwu.htm&locale=en
http://documentation.sas.com/?docsetId=varef&docsetVersion=v_013&docsetTarget=n0gvj6tc7l72t8n1e625v04x4vfb.htm&docsetTargetAnchor=n1hl8pn62l04jmn1s1n7oq2mvozl&locale=en

‘apIng s,4os ebeueyy JuswuoliAug SYS Ul SI9SN

SVS Joj abed Buipue eAIA SYS [eniu| ay) ebuey),

asas ‘abed Buipue| eAIA SVS Jnejep ay} abueyo o)

"abed Buipue| BAIA SYS }Nejap 8y} se aAlg SYS seoe|dal
eAIN SYS 0} BWODDAN ‘@SES|SI 01 "#20Z U} Ul Buinels

‘pauoddns s| ss820B [9A8]-ainjea 4

S9)JON

«/BUIPUETISYS/

«x/1OBBUBNMOIIOMSYS/

»+/|99IIGONSVS/

2=1p}

eAiA SYS 0} SWOoooM

J9beue MOIOM SYS

ddy sonkjeuy ensiA SYS

uonesijddy


http://documentation.sas.com/?docsetId=caldevice&docsetVersion=v_003&docsetTarget=p1m3y08nulsomkn13zuw6qefvmbq.htm&docsetTargetAnchor=p17737aexyg0qpn1nk4mw73wcfyw&locale=en
http://documentation.sas.com/?docsetId=evfun&docsetVersion=v_012&docsetTarget=p19rd04uy9qnlkn10vwoajl66nxq.htm&docsetTargetAnchor=n0tjw4z1urqancn16sw5niw7u4yy&locale=en
http://documentation.sas.com/?docsetId=evfun&docsetVersion=v_012&docsetTarget=p19rd04uy9qnlkn10vwoajl66nxq.htm&docsetTargetAnchor=n0tjw4z1urqancn16sw5niw7u4yy&locale=en

Enable SAS Drive Application

Starting in the 2024.12 release, the SAS Drive application is disabled by default. The content
management functionality of SAS Drive is now available on the Content page in SAS Environment
Manager. For more information see “SAS Drive Deprecation in December 2024” in SAS Environment
Manager: User’s Guide.

Administrators can enable SAS Drive until the product is formally retired in the 2025.06 (June 2025)
release.

To use the search feature within SAS Drive, you must enable the search indexing. See “searchindex -
scheduledEnabled” in SAS Viya: Configuration Dictionaries for instructions.

Use the following steps to enable SAS Drive:
1 Signin to SAS Environment Manager as an administrator.
2 Navigate to the Rules page.

3 On the Rules page, locate and edit the rule whose Object URI is /SASDrive/**.

TIP Enter /sAsDrive/** in the Search field, and click the search icon.

4 The following two rules are displayed:

Table2 SAS Drive Rules

Object URI Principal Setting Permissions
/SASDrive/™ Authenticated Users Grant Read

/SASDrive/* Everyone Prohibit Read

Right-click the rule with Everyone as Principal and select Edit.
5 In the Edit Rule window slide the Rule status to false.
6 Click Save.

7 To validate, log out and log back in. Verify that you see Share and Collaborate from the
applications menu, or enter the following URL: https://prod. host.com/SASDrive.

SAS® and all other SAS Institute Inc. product or service names are registered trademarks or

trademarks of SAS Institute Inc. in the USA and other countries. ® indicates USA registration. Other
brand and product names are trademarks of their respective companies. Copyright © 2020, SAS
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