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SAS/CONNECT Server and Spawner: Overview

SAS/CONNECT software provides the essential tools for sharing data and processing power across multiple 
computing environments.

Note: A visual-only deployment does not use SAS/CONNECT.

See Also

n How To on page 1

n Reference on page 3

n Concepts on page 3

SAS/CONNECT Server and Spawner: How To

Operate

SAS Viya uses the operating system’s default init system or systemd command to launch a script that can stop, 
start, restart, and check the status of SAS/CONNECT Spawner. This script, sas-viya-connect-default, 
resides in /etc/init.d.

Note: You must be signed in to the machine where the spawner resides with sudo privileges to run this script.

http://documentation.sas.com/#/?docsetId=calchkcfg&docsetVersion=3.2&docsetTarget=n00004saschecklist0000config.htm&docsetTargetAnchor=n00001saschecklist0000config&locale=en


To operate the spawner, run:

sas-viya-connect-default status | stop | start | restart

Note: There is a script with which you can manage and view the running state of all SAS Viya services. For 
more information, see “All Servers and Services” in SAS Viya Administration: General Servers and Services.

For your convenience, here are a few examples:

n checking status of the spawner using a direct call:

sudo /etc/init.d/sas-viya-connect-default status

n stopping the spawner using the Red Hat Linux version 6 init system command:

sudo service sas-viya-connect-default stop

n starting the spawner using the Red Hat Linux version 7 systemd command:

sudo systemctl start sas-viya-connect-default

n restarting the spawner using a direct call:

sudo /etc/init.d/sas-viya-connect-default restart

Set Configuration Options

Use /opt/sas/viya/config/etc/connect/default/connect_usermods.sh to set options such as 
encryption options or the SASCMD option on the SAS/CONNECT Spawner.

Your changes take effect the next time the SAS/CONNECT Spawner is restarted.

Lock Down the SAS/CONNECT Server

Using the LOCKDOWN system option and the LOCKDOWN statement, you can limit access to files and to 
specific SAS features for a SAS/CONNECT server session in a multi-environment deployment.

To lock down your SAS/CONNECT server, follow these steps:

1 Sign in to the machine containing the SAS/CONNECT server with administrator privileges.

2 If you have not already, create a lockdown path list (a whitelist) that contains all of the paths that are 
accessible to the server and add it to /opt/sas/viya/config/etc/connectserver/default/
autoexec_usermods.sas.

TIP If you have already locked down your SAS/CONNECT server, then this step is unnecessary.

Note: A path declared in the whitelist does not mean that an arbitrary user can read any file in that path. 
Host permissions on physical files and directories always take precedence over the whitelist. SAS adds 
certain pre-defined paths from the SAS configuration file by default. For more information, see LOCKDOWN 
Statement Details.

TIP For a suggestion on how to implement the whitelist, see “Hiding the Whitelist By Locating the Path 
outside the Whitelist” in SAS Viya Statements: Reference.

3 Add the following line to /opt/sas/viya/config/etc/connectserver/default/
sasv9_usermods.cfg:

-lockdown

Changes to autoexec_usermods.sas are automatically included when the SAS/CONNECT server scripts run. 
Your changes will take effect the next time SAS starts a SAS/CONNECT server session.
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Note: Do not start the SAS/CONNECT Spawner using the -SHELL option. As long as the -SHELL option is 
not specified, the -NOXCMD option is added by default to the server’s invocation parameters. -NOXCMD 
prevents clients from executing X commands from their SAS sessions to access system files.

4 If your site uses SAS Studio, then set webdms.showSystemRoot=false.

For more information, see “Update SAS Studio Configuration Properties” in SAS Viya Administration: 
Configuration Properties.

See Also

n Set Locale in
SAS Viya Administration: General Servers and Services

n “Set umask or ulimit Values” in SAS Viya Administration: Workspace Server and Object Spawner

n “Lock Down SAS Workspace Servers” in SAS Viya Administration: Workspace Server and Object Spawner

n Reference on page 3

n Concepts on page 3

SAS/CONNECT Server and Spawner: Concepts

SAS/CONNECT software provides the essential tools for sharing data and processing power across multiple 
computing environments.

Note: SAS/CONNECT is ordered and licensed separately from other SAS Viya products.

SAS code uses these tools to perform tasks such as the following:

n dividing time-consuming tasks into multiple units of work and executing these units in parallel

n moving data from a client machine to a server machine (including legacy data from SAS 9), or vice versa, so 
that the data is on the same machine as the code processing it

See Also

n How To on page 1

n Reference on page 3

SAS/CONNECT Server and Spawner: Reference

Server Environment Variables

The following SAS/CONNECT Server environment variables are available for configuring your TCP/IP 
connections. Place them in the /opt/sas/viya/config/etc/connectserver/default/
connectserver_usermods.sh script file. For information about configuring environment variables in a Linux 
environment, see “Defining Environment Variables in Linux Environments” in Batch and Line Mode Processing in 
SAS Viya.

3

http://documentation.sas.com/#/?docsetId=calconfig&docsetVersion=3.2&docsetTarget=n03000sasconfiguration0admin.htm&docsetTargetAnchor=n03002sasconfiguration0admin&locale=en
http://documentation.sas.com/#/?docsetId=calconfig&docsetVersion=3.2&docsetTarget=n03000sasconfiguration0admin.htm&docsetTargetAnchor=n03002sasconfiguration0admin&locale=en
http://documentation.sas.com/#/?docsetId=calchkadm&docsetVersion=3.2&docsetTarget=n00007ongoingtasks00000admin.htm&locale=en
http://documentation.sas.com/#/?docsetId=calsrvwksp&docsetVersion=3.2&docsetTarget=n03010viyaservers000000admin.htm&docsetTargetAnchor=n03017viyaservers000000admin&locale=en
http://documentation.sas.com/#/?docsetId=calsrvwksp&docsetVersion=3.2&docsetTarget=n03010viyaservers000000admin.htm&docsetTargetAnchor=n03030viyaservers000000admin&locale=en
http://documentation.sas.com/#/?docsetId=pgmcli&docsetVersion=3.2&docsetTarget=n09yufm73q93yzn12nz78mpitlps.htm&locale=en
http://documentation.sas.com/#/?docsetId=pgmcli&docsetVersion=3.2&docsetTarget=n09yufm73q93yzn12nz78mpitlps.htm&locale=en


CONNECTWDWAIT=<seconds>
Specify to limit the possibility that a client session disconnect might orphan a runaway DMR mode session. 
To ensure the responsiveness of the spawner, SAS starts a “watchdog” thread to monitor the connection. 
The default interval is five seconds. If a disconnect occurs, CONNECTWDWAIT checks 18 times and then 
terminates the DMR thread (for a default elapsed time of 90 seconds). Setting the CONNECTWDWAIT value 
to zero means that the process does not monitor the connection.

Defaults interval: 5 seconds

total elapsed time: 90 seconds

Examples In the following example, the option is set to 10, so the process waits 180 seconds, and then 
terminates the thread:
set CONNECTWDWAIT=10

In the following example, the option is set to 0, so the process does not monitor the connection:
set CONNECTWDWAIT=0

TCP_POLL_INTERVAL=<seconds>
Specify to ensure responsiveness of SAS spawners and servers to various conditions outside of normal 
request processing. When idle, servers and spawners periodically awaken to check for requests. The interval 
in seconds for this check is governed by the TCP_POLL_INTERVAL environment variable. Generally, the 
default setting of 60 seconds should be acceptable.

A value of zero means the server remains idle and awakens for request processing only.

Example In the following example, the option is set to 50, so the process checks every 50 seconds for a 
connection:
TCP_POLL_INTERVAL=50

TCPMSGLEN=<size>
Specifies the size of the buffer (in bytes) that the TCP/IP access method uses for breaking up a message 
that it sends to or receives from the SAS/CONNECT application layer during a SAS/CONNECT session. The 
application layer uses a message size that is stored in the TBUFSIZE option that you can specify in the 
SIGNON statement or as a SAS option.

If TBUFSIZE is larger than TCPMSGLEN, the TCP/IP access method breaks the message into a buffer 
whose size is defined by TCPMSGLEN, and issues the number of send and receive messages that are 
necessary to complete the message transaction.

The value for TCPMSGLEN must be set at both the client and the server. If the values that are set for 
TCPMSGLEN at the client and at the server are different, the smaller value of the two is used during the 
SAS/CONNECT session. If the TCPMSGLEN environment variable is not set, SAS uses the TCP stack’s 
default size and allows autotuning if implemented by the stack.

Client Optional

Server Optional

Example set TCPMSGLEN=65536

Spawner General Options

-DEBUG
Turns on debug level output.

-HELP
Specifies to print the Help message.
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-LOG | -LOGFILE <filename>
Specifies the filename to use for spawner log output if you are not using the -LOGCONFIGLOC option. The -
LOG option should not be used with the -LOGCONFIGLOC option. If both options are specified, then the -
LOGCONFIGLOC option takes precedence.

You can specify the -DEBUG or -TRACE options with the -LOG <filename> option to cause the spawner to 
send detailed log messages to a log file.

Example In this example, the following option is enclosed in double quotation marks and added after 
USERMODS= in /opt/sas/viya/config/etc/connect/default/
connect_usermods.sh. When the spawner starts, it sends debug-level log messages to a file 
named sas-connect.log:
USERMODS="-log /var/log/sas/viya/connect/default/sas-connect.log"

-LOGCONFIGLOC <filename>
Enables the SAS logging facility for SAS servers and names the location of the configuration file that is used 
by the SAS logging facility to create spawner log output. The configuration file is an XML file that specifies 
and configures loggers and appenders for the SAS/CONNECT spawner.

The file specification that defines the location of the XML configuration file must be a valid filename or a path 
and filename for your operating environment. If the path contains spaces, enclose the file specification in 
quotation marks.

Note If LOGCONFIGLOC is specified, spawner messages are routed by default to the 
App.Connect.Spawner logger.

-NOCLEARTEXT
Prevents sign-ons from clients that do not support user ID and password encryption. This option prevents 
clients that are running older releases (prior to SAS 6.09E and SAS 6.11 TS040, which do not support user 
ID and password encryption) from signing on to the spawner program. However, the default permits both 
encrypted and plaintext user IDs and passwords.

-NOINHERITANCE
Disables socket inheritance.

Socket inheritance enables SAS/CONNECT servers to use the socket connection that is established 
between the SAS/CONNECT client and the spawner. Socket inheritance saves resources and is easier to 
configure when clients connect to a server that is within a firewall.

Default Socket inheritance is on.

-NOSCRIPT
Prevents sign-on from clients that use scripts, and allows sign-on only from clients that do not use scripts.

-NOSCRIPT can be useful if you want to limit SAS start-up commands to the use of the -SASCMD option. 
Specifying -NOSCRIPT restricts clients from specifying additional options in SAS start-up commands or 
script files.

Requirement Must be used with -SASCMD

-SASCMD | -CMD <command>
Specifies the SAS command or a command file that starts a SAS session when you sign on without a script. 
If the client does not specify a script file at sign-on, the -SASCMD option must be specified when starting the 
spawner.

Example In this example, the following option is enclosed in double quotation marks and added after 
USERMODS= in /opt/sas/viya/config/etc/connect/default/
connect_usermods.sh. When the spawner starts, it uses a command file named mystartup:
 USERMODS="-sascmd '/u/username/mystartup'"

Here is a sample command file named mystartup:
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#!/bin/ksh
#----------------------------------
# mystartup
#----------------------------------
. ~/.profile
sas -noterminal -nosyntaxcheck $*
#------------------------------

The $* positional parameter enables you to specify additional SAS options when you invoke SAS. 
In addition, $* also allows the options that the spawner adds automatically, like -DMR, to be 
included in the server session.

-SASDAEMONSERVICE <service-name | port>
Specifies the service name or port number that the SAS/CONNECT spawner uses to listen for child 
SAS/CONNECT server process connections.

If you use a service, its name must be configured in the SERVICES file on the computer that the 
SAS/CONNECT server session runs on.

-SERVICE <service-name | port>
Specifies the service name or port number to use to listen for client connections.

The -SERVICE option values that are used to start the spawner determine what is used by the client to sign 
on.

Note If the -SERVICE option is not specified, the spawner listens on Telnet port (23).

Example In this example, the following option is enclosed in double quotation marks and added after 
USERMODS= in /opt/sas/viya/config/etc/connect/default/
connect_usermods.sh. When the spawner starts, it uses port 5020 for the -SERVICE option 
during spawner start-up:
USERMODS="-service 5020"

The client can then sign on by specifying the explicit port-number in the SIGNON statement:
%let myHost=<spawner-host> 5020;
signon myHost user='myuserid' password='mypassword';

-SHELL
Specifies that the started SAS/CONNECT servers allow X commands.

Without specifying the -SHELL option to the spawner, X command processing is disabled by default.

-SSPI
Identifies support for the Security Support Provider Interface for single sign-on connections to the spawner. 
To enable SSPI authentication, you must specify -SSPI in the spawner start-up command.

Default -NOSSPI

-TRACE | -VERBOSE
Turns on trace level output.

Spawner Security Options

SAS/CONNECT Spawner uses the SAS System Options for encryption.
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TCPPORTFIRST System Option

TCPPORTFIRST=<port-number>
TCPPORTLAST=<port-number>

Restricts the range of TCP/IP ports that clients can use to remotely access servers. Within the range of 0 
through 32767, assign a beginning value to TCPPORTFIRST and an ending value to TCPPORTLAST. To 
restrict the range of ports to only one port, set the values for TCPPORTFIRST and TCPPORTLAST to the 
same number. Consult with your network administrator for advice about these settings.

When -NOINHERITANCE is on, you can set TCPPORTFIRST and TCPPORTLAST in a SAS start-up 
command or in the configuration file.

This applies in the noinheritance case only. When socket inheritance is enabled, the child SAS/CONNECT 
server does not start up as a listening port.

Server Optional

Range 0–32767

Example In the example below, the server is restricted to the TCP/IP ports 4020 through 4050:
options tcpportfirst=4020;
options tcpportlast=4050;

See Also

n How To on page 1

n Concepts on page 3

SAS® and all other SAS Institute Inc. product or service names are registered trademarks or 
trademarks of SAS Institute Inc. in the USA and other countries. ® indicates USA registration. Other 
brand and product names are trademarks of their respective companies. Copyright © 2017, SAS 
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